
Sponsored Fair Exchange

Serge Vaudenay
EPFL

Lausanne, Switzerland

Abstract—We propose a costless platform for fair exchange
based on smart contracts to favor economic inclusion. Our
smart contract is minimal, as most of communication is done
offchain. The smart contract costs are covered by incentivized
sponsors. Our protocol is a knowledge-coin exchange: it allows
to exchange a digital item, characterized by an automatically
verifiable description, against a payment in cryptocurrency.
The exchange is fair in the sense that either both parties
receive what they expect (the exchange completes) or both
parties lose nothing (the exchange is canceled). We ensure a
costless transaction in cancelation cases, and a transaction with
pre-determined fee if it completes. We also ensure privacy of
the transaction. Our protocol offers an improvement compared
to OptiSwap: we can work with any description function. The
complexity is never higher and sometimes significantly smaller.
Namely, the worst case complexity is logarithmic instead of
being linear. Furthermore, we introduce sponsoring as an
enabler for economic inclusion.

Index Terms—Fair exchange, smart contract

1. Introduction

The advent of blockchains is an important milestone
towards decentralized economic systems. However, only a
negligible fraction of people is using it. We believe that
this is due to many obstacles. First of all, there are fees to
pay for every transaction. Fees are essentially flat rate (but
fluctuate), so they can be important when the transaction is
small. Second, the decentralized nature opens new oppor-
tunities to malicious behaviors. Automation and anonymity
somehow encourage malicious actors as they give a sense
of impunity. In this paper, we set up tools to solve some of
these problems.

CIMA.Science started a long-term project in which one
of the goals is to develop a costless autonomous transaction
platform.1 This would render the smart contract technology
more accessible and so favor economic inclusion. Within
this frame, we focus on the specific problem of knowledge-
coin exchange. We consider a vendor V who knows some
digital information x and who would like to sell it to a buyer
B at a price of $y. We want the transaction to be effortless,
costless, and fair.

As it is usual in fair exchange [3], the digital item x is
characterized by a description function desc which can be

1. https://cima.science/

objectively evaluated by any participant. For instance, desc
can be a cryptographic hash function. Item x is characterized
by the property desc(x) = d, where desc and d are known
by B prior to the exchange. The payment of $y is done in
cryptocurrency on a smart contract-enabled blockchain. The
exchange can complete or be canceled. In a complete case,
V (if honest) receives $y and B (if honest) receives x′ such
that desc(x′) = d. In a cancel case, V (if honest) does not
reveal x and B (if honest) does not pay.

Applications could be the market of media content
(movies, songs, photographs), assuming that we can rely on
a trusted “catalog” which provides the verifiable description
of each file (such as its hash). Having a catalog committed
on a consensus-based public ledger would establish such
trust, based on reputation. We can also consider storage
services where we would pay $y to retrieve a file x charac-
terized by its hash d.

We want this exchange to be fair in the sense that an
honest V will never end up in revealing information about
x without being paid, and that an honest B will never pay
without receiving an x′ satisfying desc(x′) = d. This is the
classical fair exchange problem, which is made possible by
blockchain consensus.

To reach a better economic inclusion, we do not want
any entrance fee for V and B: V has nothing to pay, and
B has no extra fee, except a negotiated tip to pay to a
third party only if the transaction succeeds. This third party
commits to paying the processing fees of the transaction.
They act as a sponsor who takes risks of paying fees without
any advantage, but who would be rewarded with a tip if the
transaction completes. The sponsor may also be the victim
of malicious V and B making the transaction fail to make
the sponsor lose money. However, we view the sponsor as a
dedicated organization (corporate or not-for-profit) who can
afford taking such risks over large volumes of transactions
(given that fees are very small) and protect by other means.
We discuss more about it in Section 7.2. Finally, we want a
high level of security for honest participants and not only a
protection against rational adversaries. The costless property
comes from the assumption that a sponsor exists and by
the protocol design which accommodates sponsoring by any
participant. The sponsor could actually be V or B. This spon-
sor could also be a decentralized autonomous organization.
We finally stress that we need no trust assumption in the
sponsor.

The contribution of this paper is twofold. We improve
the existing OptiSwap protocol [14] to allow arbitrary de-
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scription functions at a logarithmic cost instead of a Merkle
hash description function. Independently, we introduce the
notion of sponsors and identify their roles in a fair exchange
protocol.

Problem statement. The aim is to enable the fair exchange
of a digital item x against a payment $y between two
participants V and B by using a smart contract as a trusted
third party. We want security, fairness, low cost, and to
accommodate x and desc of any size or structure. In addition
to this, we want V and B to have no expense if the exchange
fails, and V to have nothing to pay during the process. We
rely on extra participants (sponsors) to cover the fees but
we want to extend the fairness to them too.

The protocol includes an “optimistic transaction phase”,
with bounded (low) cost, and a more expensive “dispute
resolution phase” which is assumed to be rare (occurring
only in the presence of malicious participants). The dispute
resolution happens when participants disagree on whether
the exchange should complete or cancel. The goal is to reach
a consensus on this point: to determine whose claim is fair,
which would be the claim of the “winning party” while the
other would be the “losing party”. Here, fairness implies
that an honest party must be winning.

As detailed below, the protocol involves other partici-
pants called “Sponsors”. We have three types of sponsors:
the optimistic transaction sponsor, the dispute sponsor of V,
and the dispute sponsor of B. Sponsors could be anyone
(including V and B). They all invest on the transaction and
pay some fees, with the incentive of possible profits by
getting a reward in the end. Compared to the optimistic
transaction sponsor, the dispute sponsors take no risk at all:
they make profit if they are honest and they lose for sure
if they play against an honest participant. Actually, dispute
sponsors can be fully automated and make profits at no risk.

We informally define our requirements as follows.

• Fairness. Either the protocol completes to the satis-
faction of every honest participant, or it is canceled
with no loss from the viewpoint of every honest
participant.

• Inclusivity. The technology must be accessible by
everyone with no entrance obstacle. At the moment,
we only assume that participants have an account
on the underlying blockchain. We do not assume
any registration. Furthermore, transaction fees must
not be an obstacle, and there must be no financial
penalty for participants when the protocol is can-
celed.
B may deposit some completion fee tipo, which is
returned in full if the exchange is canceled, and go
to the optimistic exchange sponsor if the exchange
completes. Beyond that, we assume no fee.

• Privacy. Item x should remain private to honest V
and B, in the sense that only they may see x if they
follow the protocol. It actually remains private to
honest V when the exchange is canceled.

Previous work. Fair exchange has been a long lasting
research topic. It found relations with certified email (ex-
change the delivery of an email against a signed receipt),
payment with receipt (exchange of a payment against a
signed receipt), contract signing (exchange signatures on
a joint document), atomic swap (exchange of — say —
bitcoins against ethers), and many more.

In 1980, Even and Yacobi (informally) proved that an
exchange protocol between two participants could not be
perfectly fair [16]. To overcome that impossibility, designers
added a trusted third party.

At CCS 1997, Franklin and Reiter presented a simple
fair exchange protocol [19]. In the ZN ring where N has
unknown factorization, the protocol allows to exchange the
square root of a public value against a square root of another
public value by using a trusted third party. This third party
is semi-trusted in the sense that they cannot learn anything
about the exchanged square roots.

Bürk and Pfitzmann noticed that there can be protocols
in which the trusted third party is involved only in rare
dispute cases [8]. Later on, the notion of optimistic fair
exchange was proposed. This notion allows two parties to
exchange in an optimistic manner, but in the event that it
ends up in a dispute, they resolve it by implying the trusted
third party. In 1999, Asokan et al. [3] proposed an optimistic
fair exchange protocol. In some specific applications like
certified emails, the optimistic fair exchange ends up being
very simple, as shown by Micali [28].

The impossibility result was revisited. In 1999, Gartner,
Pagnia, and Vogt proved that we can build a consensus
protocol from fair exchange [29]. Then, they invoke the
FLP impossibility result of consensus by Fischer, Lynch,
and Paterson [18].

The FLP impossibility result applies in non-
synchronized and deterministic distributed system, hence
does not hold when we participants are synchronized nor
when we introduce randomness in the process. As a matter
of fact, consensus was shown to be practically feasible
with the blockchain technology. Hence, we can assume
an infrastructure making consensus already solved and
consider fair exchange again.

Blockchains enable the notion of smart contract. This
implements trustworthy and immutable processes which can
be thought of as trusted third parties. One difficulty to use
them, compared to regular trusted execution platforms, is
that they are fully transparent and cannot keep secrets. So,
they cannot sign and they should not receive any private
information.

One example of elementary smart contract is the “Hash
Time-Locked Contract” (HTLC) [30]. It is implemented in
the bitcoin architecture and many others. Essentially, HTLC
enables the fair exchange of some payment in cryptocur-
rency against the preimage of a specified hash. The party
willing to buy the preimage sets up the HTLC and pays to
the smart contract. Then, the other party sends the preimage
to the smart contract to get the payment. The paying party
can see the preimage in the HTLC and get it. This is
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the complete termination state. However, after a timeout
during which no preimage was sent, the HTLC returns the
payment to the payee. This is the cancel termination state.
An HTLC solves some aspects of our problem. It restricts to
a particular desc function: a hash function on a key space.
It lets B pay the fee for the deployment of the HTLC and
the payment, and V pay the fee to post the key.

HTLC was used to implement atomic swap. This is
a fair exchange of a payment in cryptocurrency against a
payment in another cryptocurrency (for instance, bitcoins
against ethers). The atomic swap is done using two HTLC:
the party holding bitcoins sets an HTLC with the bitcoins
and the hash of a random key of their choice. The other party
can then set another HTLC with the ethers to be released
with a preimage of the same hash. Then, the first party sends
the selected key to the second HTLC, and gets the ethers.
The other party can use the key in the first HTLC to get the
bitcoins.

An HTLC can be replaced using an adaptor signature
by a bonding contract where a bonded payment is taken
by using a signature of both participants [15]: B pays to a
bonding contract and gives a pre-signed payment to V; V
converts the pre-signature into a real signature to post it on
the bonding contract to get the payment; and the buyer takes
the converted signature to extract the key.

In general, fair exchange (of a verifiable digital good
against a payment) can be made using verifiable encryption
and HTLC. In protocols such as Zero-Knowledge Contin-
gent Payment (ZKCP) [2], the vendor encrypts the digital
good with a new key. This key is hashed. The vendor sends
to the buyer (offchain) the encrypted good, the hash of the
key, and a zero-knowledge proof that what was encrypted
satisfies the description and that it was encrypted with what
was hashed. Then, B can set an HTLC by paying the agreed
price, to be released with a preimage of the hashed key.
Many protocols are based on this approach: ZKCPlus [23],
Cross-Channel [20], Smart ZKCP [24], Fair Data Exchange
(FDE) [33], zkMarket [26].

As a zero-knowledge proof that an encrypted item sat-
isfies the expected description is expensive, the protocols
FairSwap [13] and OptiSwap [14] push the optimistic ap-
proach further by starting the optimistic part with no proof
and keeping the proof (not zero-knowledge) in the dispute
resolution. Instead of V proving their good behavior at the
beginning, B proves bad behavior from V during dispute
resolution. One advantage is that it needs not be done on
encrypted data so it is much faster. OptiSwap improves
upon FairSwap in further decreasing the cost of the dispute
resolution by interaction. The complexity depends on the
depth of the circuit which describes the item x to be sold.

In OptiSwap, the predicate verifying x is encoded as
a circuit. The dispute resolution consists of identifying a
gate where participants agree on the input but not on the
output. It works as a descent in the circuit, which is why
the complexity in linear in its depth.

The SmartJudge architecture by Wagner et al. [35] gen-
eralizes the structure of FairSwap and OptiSwap with the
notion of mediator (the optimistic phase) and of verifier

(the dispute solver) as separate smart contracts. It extends
to applications beyond fair exchange.

In blockchains such as Arbitrum [25], smart contracts
are not executed by nodes but by involved participants
(called administrators) who sign that they agree on its state
after execution. If a dispute occurs, they must identify where
their views on the execution diverge. At each execution, they
commit to the input/output states of the virtual machine
and proceed in a cut-and-choose manner in complexity
O(log T ), where T is the time complexity (the number
of state transitions in the virtual machine) of the smart
contract. When the divergence point is found, they provide
a proof of a one-step execution. For that, they need to
provide some parts of the state and prove consistency with
the commitment. The consistency proof, based on a Merkle
hash, has complexity O(logM) where M is the memory
complexity M of the smart contract. Hence, their complexity
is in O(log(TM)). The advantage of their approach is that
smart contract developers do not have to care about how
it is executed or disputes are resolved. In our paper, we
propose something in between OptiSwap and Arbitrum: like
for OptiSwap, we use the circuit description so that the
complexity does not depend on M , but we use a linear
sequence to evaluate the gates and look for the first step
of disagreement like in Arbitrum. Our complexity is in
O(log n), where n is the number of gates in the circuit.

Some blockchains such as Ethereum allow transaction
fees to be sponsored by a third party, following ERC-2771,
EIP-3074, or ERC-4337. Quite often, this sponsoring option
is motivated by the ability to reduce the barrier of entry for
new users. We push this further to accommodate users who
wish to pay fees only if they can get what they expect.
However, integrating this option in a critical protocol such
as a fair exchange requires some careful analysis. As far
as we know, sponsoring has not been considered in the fair
exchange literature. For instance, ERC-2771 and EIP-3074
allow the sponsor (relayer or delegate) to easily cancel their
support as they are not immutable. In our setting, this would
be an avenue to censorship attacks and would break fairness.
ERC-4337 allows gas sponsoring by a smart contract (pay-
master) to another smart contract. There, the sponsor is now
immutable, so can be programmed to make this withdrawal
impossible, but the user is normally an externally owned
account; not a smart contract. The newly implemented EIP-
7702 seems to reduce the problem by allowing a user to post
transactions which can act as ephemeral smart contracts the
gas of which being sponsored by another smart contract.
This corresponds to our setting assumption: that a sponsor
can prepay some deposit from which transaction fees will
be taken.

Nearly all fair exchanges based on blockchains are vul-
nerable against temporal censorship [34]. This is an attack
by which a malicious party would bribe the miner to delay
the actions of the other party until a timeout is reached. For
instance, in the case of HTLC, the malicious buyer could
delay the action of the honest vendor when sending the hash
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preimage to the HTLC, until the buyer can get their money
back after timeout.

Rapidash [9] was proposed to defeat this attack. It works
by essentially allowing an option by which the deposits
would be lost forever. More precisely, the intention to cancel
in an HTLC must be done by submitting the preimage
of a specific cancel hash. Cancelation does not happen
immediately but after some period of time, unless someone
submits the two hash preimages at the same time in order
to get a small reward and to make the rest of the deposit to
be burned. This new termination state is called a bomb. The
idea is that an honest miner who saw that the vendor tried
to submit their preimage but was censored and who saw
the intention of the buyer to get refunded should activate
this bomb option, while the strategy of the buyer and
of the malicious miner to continue to censor the vendor
during the delay is most likely to fail. Ending on the bomb
case is essentially unfair, as the vendor reveals the hash
preimage and is not paid in this case. Somehow, allowing
censorship degrades the notion of fairness. To prevent the
miner-buyer coalition from preferring burning the money
instead of paying the vendor, Rapidash assumes that the
adversary is rational and some additional collateral deposit
is made by the buyer and is always refunded, except in the
bomb case. Hence, preferring to lose the payment and the
collateral instead of just paying the vendor is non-rational.
Rapidash offers security against a rational coalition which
may include miners. This is the so called CSP-fairness.
However, it increases the amount of seed money which
is needed by the buyer and is not secure against rational
adversaries receiving some external incentives. For instance,
a coalition willing to spend a lot of money for the purpose
of ruining a specific vendor by getting all their items without
paying them can do that. As another example, a coalition
could have bet on the exchange being unfair to the vendor.

FileBounty [22] proposes to exchange a file x with
iterated hash d with a price proportional to the number of
correct blocks received, which is yet another model. The
dispute involves a single block hash on the smart contract
but is done through a zkSNARK for privacy. It also requires
the blocks to be verified in reverse order so that they can
be challenged on the fly.

He et al. [21] propose another protocol where they
specifically separate the role of the seller and of the con-
tent delivery system. Hence, the exchange is between three
participants and the notion of fairness is more complex.

First contribution. We push the development of fair ex-
change further by having costless transactions. Indeed, we
remove the cost by relying on sponsors. The optimistic
transaction sponsor agrees to “invest” on supporting the
exchange in hope to collect a reward tipo if the transaction
succeeds. The “investment” to sponsor a transaction is rather
small, so we believe that the risk can be mitigated by simple
mechanisms as we discuss in Section 7.2. Contrarily, the
fees in a dispute are much higher but sponsoring is riskless.
The dispute resolution sponsors are guaranteed to get a
reward tipd if they verify well the dispute arguments before

engaging. Hence, dispute resolution happens only in the
presence of malicious participants. Consequently, disagree-
ments would normally resolve offchain without running a
dispute, hence without fees.

Unfairness could remain if an honest party does not
have the seed money to sponsor themselves (at no risk) and
would not succeed to find a sponsor for dispute resolution.
However, given that sponsoring a dispute is riskless and that
it can generate important benefits, we believe that this is not
a problem as this type of sponsoring will appear in the form
of a decentralized autonomous organization.

Second contribution. Besides, we bring improvements to
the OptiSwap protocol. In OptiSwap, the dispute resolution
solver follows the structure of a hardcoded balanced circuit
which encodes the Merkle hash computation on x. Dispute
resolution follows an interactive process, in which one par-
ticipant reveals the value of the sons of a node in the circuit,
and their counterpart says on which son they disagree with
the value so that they can go down by one node and iterate.
The circuit must be balanced to keep low complexity. In
our protocol, the description desc is arbitrary and provided
by a committed circuit which is not necessarily balanced.
The smart contract which is resolving the dispute does not
depend on desc and can be deployed before desc is known.
Only the set of instructions (the gates which are used in
the circuit) which allow programming the circuit needs to
be known. By making use of a subtle encoding with an
incremental accumulator, we make sure that the dispute cost
is logarithmic in the size of the circuit of desc in the worst
case, instead of being linear in its depth as in OptiSwap.
This is a substantial improvement in the case of imbalanced
circuits. For instance, when desc is defined by a SHA256
hash on a big file x, our complexity is logarithmic in the
length of x while it is linear with OptiSwap.

We stress that it is important that users can decide on
which desc function to use and that this choice may not
be imposed by the protocol designers. Hence, we cannot
assume that the implementation of desc will give a balanced
circuit.

High-level overview. The high-level idea of our protocol
is as follows: V and B agree on the terms of the exchange
(which includes the circuit of desc), V encrypts x into ct and
sends ct to B but keeps the symmetric encryption/decryption
key k. The terms of the exchange and ct are committed by
both participants into a smart contract sponsored by a new
participant S. Messages by participants to the smart contract
are pre-paid by S. B deposits the payment into the smart
contract. Then, V deposits the key k. Then, B verifies that
k helps to get the expected x. If it is not the case, B triggers
a dispute. Otherwise, the payment goes to V and a tip goes
to S. To engage in a dispute, each participants must find a
sponsor to prepay the fees of the dispute. The sponsor of the
winning party gets their money back and the unspent leftover
by their counterpart while the other sponsor loses the prepaid
amount. This is a winner-takes-all principle. The protocol is
such that both V and B can prove to their potential sponsor
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TABLE 1. COMPARISON BETWEEN KNOWLEDGE-COIN FAIR EXCHANGE PROTOCOLS ON ETHEREUM

protocol type description cost of honest exchange cost of dispute

FDE ZKCP KZG ?? (deploy) + 306 498 gas (run)
for |x| = 128KB: V:89sec, B:34sec n/a

OptiSwap optimistic Merkle-hash 952 939 gas (deploy) + 101 307 gas (run) 1 962 992 gas (deploy)
for |x| = 1GB: 6 412 569 gas (run)

SOX optimistic SHA256
1 463 686 gas (deploy) + 219 540 gas (run)
for |x| = 4MB: V:783ms, B:601ms

2 356 567 gas (deploy + steps 5–6)
for |x| = 4MB: 7 039 703 gas (run)

V:14.531sec, B:12.828sec

when they are right and that a participant who is right cannot
lose in the dispute. The goal of the dispute is to make the
smart contract decide without having to process or look at
the x material who is right and should get the payment.

We can compare our SOX protocol with OptiSwap [14]
(another optimistic protocol) and FDE [33] (a protocol in
the ZKCP family) in Table 1. They all offer strong security.
Only SOX is adapted to a standard SHA256 hash. FDE
uses the KZG polynomial commitment while OptiSwap uses
Merkle hash. By looking at the three protocols (limited
to the optimistic phase for OptiSwap and SOX), the gas
cost and privacy guarantee are pretty similar. FDE requires
lots of offchain computation in all cases (it would require
3 days of computation for the buyer to sell a 1GB file),
while OptiSwap and SOX require a dispute resolution in
dispute cases only. Since dispute requires that either V or
B is malicious, privacy during the dispute is pointless.2 Our
implementation indicates that SOX and OptiSwap are com-
parable when the circuit is balanced, and SOX is much better
in other cases.3 The ratio between the costs of OptiSwap
and SOX would grow as fast as m

log2 m for x of size m.
For applications where B wants to retrieve a file x by only
knowing its SHA256 hash, this is a problem. In general, for
applications where x has a complex description function
desc, we cannot expect desc to be always programmed into
a balanced circuit.

As for SmartJudge [35], we believe that our dispute
resolution could find applications beyond fair exchange.

Structure of this paper. We start in Section 2 with the
definition of accumulators, which we use as key building
blocks. Then, Section 3 formally defines the input/output
interface of our protocol and the security notions. Our
protocol is specified in Section 4 and our formal result is
stated and proven in Section 5 and Appendix. We discuss
about implementation in Section 6 and the limitations of
our approach in Section 7. Some variants are proposed in
Appendix. Notations are summarized in Table 2.

2. Incremental Accumulator

Accumulator. We use a static accumulator
Acc/Prove/Verify. The algorithm h = Acc(val) takes

2. With the exception of the honest-V malicious-B case which would
end in cancel as we do not want B to learn any information about x in
this case. However, this case cannot occur in our protocol (Th. 5).

3. The dispute solver deployment is a bit more expensive because we
accommodate any desc function.

TABLE 2. NOTATIONS

V, B, S vendor, buyer, optimistic sponsor
SV, SB dispute resolution sponsor of vendor and buyer
IDP blockchain identity of a participant P
desc description function
descd description predicate
x digital item to sell
y price for item x
k symmetric encryption/decryption key
∆ balance of a participant during the protocol
p probability that the exchange completes
∆̄, p̄ estimates for ∆ and p
θ target average benefit for S
tipo tip to reward S
tipd tip to reward the winning dispute resolution sponsor
feeo maximum blockchain fee during the optimistic phase
feed maximum blockchain fee during the dispute resolution
contract committing parameters for the agreed contract between

V, B, S
circuit[valid] circuit implementing the valid predicate
argue proposed argument to find a dispute resolution sponsor
h∥rnd concatenation of h and rnd
|x| length of x
|descd| size of the circuit defining descd
1C 1 if C = true and 0 if C = false
⊥ error symbol

a vector val of any length ℓ as input and returns
a hash. The algorithm π = Prove(val, (i1, . . . , ia))
returns a proof for the values val(i1), . . . , val(ia).
(By convention, π = ∅ if a < 1.) The algorithm
Verify(h, ℓ, (i1, . . . , ia), (v1, . . . , va), π) verifies that the
proof is correct and that each vj is the correct value
vj = val(ij). It is a multiproof as it proves a values
at the same time. Correctness implies that for any
vector val and any (i1, . . . , ia), if h = Acc(val) and
π = Prove(val, (i1, . . . , ia)), then

Verify(h, ℓ, (i1, . . . , ia), (val(i1), . . . , val(ia)), π) = true

We assume a setup of an (implicit) public key to make
collision-resistance possible.

The accumulator must be collision-resistant, i.e. such
that for any PPT adversary A, Pr[CR → 1] is negligible
with the following game:
Game CR:

1: A → ((v1, . . . , vℓ), (v
′
1, . . . , v

′
a), π, (i1, . . . , ia), j)

2: if ij > ℓ or vij = v′j then return 0
3: h← Acc(v1, . . . , vℓ)
4: if ¬Verify(h, ℓ, (i1, . . . , ia), (v′1, . . . , v′a), π) then re-

turn 0
5: return 1
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Essentially, A is building an accumulator
h = Acc(v1, . . . , vℓ) and proves some values (v′1, . . . , v

′
a)

at indices (i1, . . . , ia) with a divergent one vij ̸= v′j .
Note that this notion is weaker than vector commitment

as it is not binding in the vector elements. The CR security
implies that the commitment h is honestly constructed (in
Line 3 of the CR game) from a vector. However, a malicious
construction could insert two different values at the same
position and remain CR-secure.

Incremental accumulator. We use an incremental
accumulator. This is a static accumulator Acc/Prove/Verify
with additional algorithms ProveExt/VerifyExt. With
ρ = ProveExt(v1, . . . , vi), wi−1 = Acc(v1, . . . , vi−1),
and wi = Acc(v1, . . . , vi), having the algorithm
VerifyExt(i, wi−1, wi, vi, ρ) to return true proves that
adding vi in the accumulator wi−1 leads to the accumulator
wi. In addition to the properties of the static accumulator,
correctness implies that this property is always satisfied
when ρ, wi−1, and wi are computed this way.

By convention, we write Acc() = ∅ to address the i = 1
case.

The accumulator must be CR-resistant and also CRext-
resistant, i.e. such that for any PPT adversary A,
Pr[CRext→ 1] is negligible with the following game:
Game CRext:

1: A → (i, wi−1, wi, w
′
i, vi, ρ, ρ

′)
2: if wi = w′

i then return 0
3: if¬VerifyExt(i, wi−1, wi, vi, ρ) then return 0
4: if¬VerifyExt(i, wi−1, w

′
i, vi, ρ

′) then return 0
5: return 1

Essentially, the adversary shows that updating an accumu-
lator of hash wi−1 with value vi results in two different
accumulator hashes wi and w′

i. This property is always
satisfied whenever Acc builds wi as a deterministic function
of wi−1 and vi, i.e. by incrementally adding vi.

As an incremental accumulator, we can use a Merkle
tree [27] as detailed in Appendix B.2. The length of h is
constant. The length of π is logarithmic in the size of val,
as well as the complexity of Verify. The complexity of Acc
and Prove are linear in the size of val. The Verify algorithm
will be run in a smart contract, making it of low complexity
is important.

In Appendix B.3, we construct another accumulator
based on RSA [6], [7] with larger complexity but constant-
size proofs.

3. Formal Definition

We define our protocol frame as follows.
Definition 1 (SOX). A sponsored optimistic exchange (SOX)

protocol is an interactive protocol between a buyer V,
a vendor B, a sponsor S, two dispute sponsors SV and
SB, and a blockchain. The blockchain manages assets of
participants, which are identified by a public key IDV,
IDB, IDS, IDSV, IDSB. Each participant has input and
output to the protocol, as well as an account balance

which represents what the participant earns during the
protocol. We also use some seed money at the begin-
ning of the protocol. We use the following input/output
notations for honest participants:

participant V B
input x, y, descd y, descd
output x′

Here, descd is a predicate. We assume that V and B agreed
on y and descd prior to the protocol and that descd(x)
is true (in the honest-V case). Some other protocol
parameters are predetermined: tipo, tipd, feeo, and feed.
Participants start with a deposit and terminate with a
balance as follows:

participant V B S SV / SB
deposit 0 y + tipo feeo feed + tipd
balance ∆V ∆B ∆S ∆SV / ∆SB

The protocol has two phases: an “optimistic phase” and
a “dispute resolution”. Dispute resolution may be trig-
gered during the optimistic resolution phase and the
seed money for the dispute resolution is only needed
when we start the dispute resolution phase. The fees
paid to the blockchain are denoted ∆o and ∆d for the
optimistic and dispute phases, respectively. If there is
no dispute resolution, then ∆SV = ∆SB = ∆d = 0.
The protocol is a zero-sum game in the sense that
∆V + ∆B + ∆S + ∆o + ∆SV + ∆SB + ∆d = 0. The
paid fees for the blockchain operations are covered by
deposits feeo and feed such that 0 ≤ ∆o ≤ feeo and
0 ≤ ∆d ≤ feed. We define some properties of the
protocol below.

• Termination. Every honest participant eventually
terminates the protocol. It ends with a state “com-
plete” or “cancel”.

• Correctness. The protocol is correct in the sense
that if V, B, S are honest, then their final states are
“complete” and we have x′ = x and ∆V = +y.

• Optimism. The protocol is optimistic in the sense
that if V and B are honest, then there is no dispute.

• Riskless. The protocol is riskless for honest par-
ticipants (except S) in the sense that there is a
guaranteed balance for any honest V, B, SV, and
SB, as detailed below.

∆V ∆B

Cancel 0 0
Complete y −y − tipo

When there is a dispute resolution, we have ∆ ≥
tipd except with negligible probability for an honest
dispute resolution sponsor.
A risk remains only for an honest S: the risk is to
lose up to feeo but the hope is to earn at least tipo−
feeo.

• Disincentivized disputes. The decision to join for
SV and SB is taken from information provided by
V and B. If there is a dispute resolution, we have
max(∆SV,∆SB) ≥ tipd and min(∆SV,∆SB) ≤
−∆d − tipd.
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(Note that this implies that honest SV and SB never
both decide to join the dispute resolution.)

Adversarial model. Our adversarial model is formalized by
the oracles in Fig. 1. We have a set of participants P which
includes a special participant P = blockchain. The adversary
can take control of any subset of participants (who are then
called malicious) but blockchain which remains honest by
design. In particular, sponsors may be corrupted. The set of
non-corrupted participants is denoted by Honest.

Communication between honest participants is private,
but the adversary learns their sizes. A message m from P to
Q is inserted into a mailbox inboxQ as a pair (P,m) when
being sent by P, or by the adversary through the OSend
oracle.

Communication to the blockchain is also done through
a mailbox inboxblockchain, which we can see as being a
mempool. However, this communication is not private and
always leaks to the adversary. Running the blockchain
means flushing all waiting messaged and posting it as a
new block. The adversary controls when the blockchain is
run by the Oblockchain oracle, but must respect that every
honest participant has seen the last block before making a
new one. This is done by using the flags hold onP which
indicates that P has not seen it yet. This makes sure that no
participant can miss a deadline.

An honest participant P is associated to an algorithm
that we also denote by P. It takes as input a non-final
state stateP (i.e. stateP ̸∈ {Cancel,Complete}), the set of
incoming messages inboxP, and the last block inserted in the
blockchain. It gives as an output the new state stateP, the set
msgs of messages that P wants to send, and the final output
oP if the state is final, i.e. stateP ∈ {Cancel,Complete}.
The adversary also controls when each participant is run and
learns what leaks from msgs: the destinators, the size of each
message, and the messages sent to a malicious participant
or to the blockchain. Note that messages from P to the
blockchain cannot be intercepted and are ensured to appear
in the next block in our model.

Definition 2 (Consensus). A SOX has consensus
if the final state of every honest participant is
the same. More precisely, for any PPT adver-
sary A and any (Honest, x, descd, y), the game
Consensus(Honest, x, descd, y) in Fig. 1 returns 1 with
negligible probability.

Privacy. Ideally, we want to keep x and descd private. If
V and B are honest, we want it to remain private in any
case. Clearly, we cannot keep private whatever a malicious
participant receives. Hence, if V is malicious, x and descd
cannot remain private. If B is malicious, descd cannot
be protected, and x can neither remain private when the
protocol completes. In other cases, we do not want descd
and x to leak. Specifically, we want x to remain private if
the exchange is canceled. We formalize below the notion of
privacy for x.

As for the price y, we decide not to consider it private for
two reasons. First of all, it really depends on the blockchain
if the transaction price can be maintained private or not.
Second, S may want to set tipo as a percentage of the price,
so S needs to know.

In the privacy games in Fig. 1, we formalize what leaks
by default about x and descd with the leak subroutine.
Essentially, if V is malicious, everything leaks. Otherwise,
the size of x leaks and the leakage about descd depends on
B. If B is malicious, descd leaks. Otherwise, only the size
of its circuit leaks.

Definition 3 (Privacy). Consider a SOX with an honest V.
The SOX enforces privacy if for any PPT adversary
A, there exists a PPT simulator S such that for any
(x, descd, y), S(Honest, leak(x, descd), y) and the game
Privacy(Honest, x, descd, y) in Fig. 1 produce computa-
tionally indistinguishable outputs in the two following
cases:
Honest-B privacy: Honest = {V,B}.
Malicious-B privacy: Honest = {V}.

Clearly, if V terminates with state Complete, it implies that
∆V = y, so V was paid to disclose x to B. If B is malicious,
this means that x can leak. In that case, A may learn x as
a feature, not a leakage.

Fairness. We want that for an honest V, we have (1) ∆V =
y in the Complete case, (2) x is not disclosed in the
Cancel case, and for an honest B, (3) desc(x′) is true in
the Complete case and (4) ∆B = 0 in the Cancel case.
Conditions (1) and (4) are achieved in Def. 1 (riskless
condition) and (2) is achieved in Def. 3 (malicious-B case).
To complete the notion of fairness, what we only need is
the condition (3).

Definition 4 (Fairness). Consider a SOX which enforces
consensus and privacy. The SOX enforces fairness if
it enforces that when B is honest and terminates in a
Complete state, then descd(x

′) is true. More precisely,
for any PPT adversary A and any (Honest, x, descd, y),
the game Fairness(Honest, x, descd, y) in Fig. 1 returns
1 with negligible probability.

to summarize, SOX has two possible termination states.
In Complete, honest B pays $(y + tipo) and receives x′

satisfying descd(x
′), while honest V receives $y. In Cancel,

honest B pays nothing, while honest V receives no payment
and leaks no information about x (except the bit descd(x),
the length |x|, and descd).

Adjusting the parameters. To make the SOX protocol
work, we must have

1) feeo ≥ ∆o and feed ≥ ∆d so the the smart contract
does not run out of money;

2) tipo > ∆o and tipd > 0 to maintain an incentive
for sponsors;

3) ∆o as low as possible since it is the worst case loss
of S.

7



Game Privacy(Honest, x, descd, y):
1: init
2: Aoracles(leak(x, descd), y)→ z
3: if B ̸∈ Honest ∧ stateV ̸= Cancel then return 0
4: return z

Game Fairness(Honest, x, descd, y):
5: if B ̸∈ Honest then return 0
6: init
7: Aoracles(leak(x, descd), y)
8: if stateB ̸= Complete ∨ descd(oB) then return 0
9: return 1

Game Consensus(Honest, x, descd, y):
10: init
11: Aoracles(leak(x, descd), y)
12: final states← {stateP;P ∈ Honest}
13: if {Complete,Cancel} ⊆ final states then return 1
14: return 0

Subroutine init
15: stateV ← (x, descd, y)
16: stateB ← (descd, y)
17: clear all inboxP and last block
18: lower all hold onP
19: return

Subroutine leak
20: if V ̸∈ Honest then return (x, descd)
21: if B ̸∈ Honest then return (|x|, descd)
22: return (|x|, |descd|)

Oracle OSend(P,Q,m) ▷ malicious P sends m to Q
23: if P ̸∈ Honest then add (P,m) in inboxQ
24: return

Oracle OP: ▷ run a honest P, P ̸= blockchain
25: lower hold onP
26: P(stateP, inboxP, last block)→ (stateP,msgs, oP)
27: clear inboxP and out
28: for each (Q,m) ∈ msgs do
29: add (P,m) in inboxQ
30: if Q ∈ Honest ∧ Q ̸= blockchain then
31: add (Q, |m|) in out ▷ private message m
32: else
33: add (Q,m) in out
34: end if
35: end for
36: return out

Oracle Oblockchain ▷ post a new block
37: if there exists P st hold onP is raised then return
38: last block← inboxblockchain ▷ consensus on last block
39: clear inboxblockchain
40: for each P ∈ Honest, raise hold onP
41: return last block

Figure 1. Privacy and Fairness Games

4. The Protocol

The exchange needs a description function desc and a
claimed description output d = desc(x) to characterize x.
Actually, d and desc define a predicate descd(·) such that
descd(x)⇐⇒ desc(x) = d.

The complete pseudocode of the SOX protocol (after the
premilinary phase) is provided in Fig. 3.

4.1. Preliminary Phase

In this phase, V and B interact by whatever communica-
tion means they prefer in order to agree on a “pre-contract”
which defines the terms of the transaction. This communi-
cation channel is supposed to be private (e.g. encrypted with
TLS). This part is typically done in a browser using a web
interface to connect V and B. The goal of this phase is to
define the input of the optimistic protocol.

The participants agree on

• the blockchain public key of V and B;
• the price y;
• the offered completion reward tipo and dispute re-

ward tipd to sponsors;
• the description predicate descd of x (the input x must

be such that descy(x) is true for V);

• the implementation of descd into a circuit (this im-
plies determining the number m = |x| of x pieces,
the number n of gates, and the circuit itself);

• some parameters params for the protocol (including
timeout delays and algorithm choices) and a version
reference.

The private item x is not needed to define the pre-contract
(except an upper bound on its length). However, V promises
that descd(x) is true at this stage.

The tip tipo is determined by the policy of the potential
optimistic sponsor S while the tip tipd is determined based
on the maximal gas cost of the dispute resolution (based on
the agreed implementation of descd) and the forecasted gas
price.

Agreeing on the implementation of descd does not
require to exchange the full description of the circuit,
which can be the result of a “compiler”. For instance, if
desc = SHA256, the participants only need to agree on the
compiler version for SHA256 and on an upper bound for
the blocklength of x.

The circuit compiler is using a set of available instruc-
tions in the dispute solver. The dispute solver is specified
by version. Hence, the compiler must be compatible with
version.

The choice of algorithms includes a one-
time symmetric encryption scheme Enc/Dec, a
commitment scheme Com/Open, an accumulator
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Acc/Prove/Verify, and also an incremental accumulator
Acc/Prove/Verify/ProveExt/VerifyExt.

Building up the circuit. V and B define a predicate
valid(k, ct) which depends on two variables k and ct, by

valid(k, ct)⇐⇒ descd (Deck(ct))

The variable k represents a symmetric key while ct repre-
sents a ciphertext. The predicate valid is “compiled” into a
circuit circuit[valid]. We assume that the agreed descd, m,
n, params, and version in the preliminary phase are enough
for V and B to build circuit[valid] consistently.

The circuit is defined as a list G of “gates”. For n = |G|
gates, we have G = (g1, . . . , gn). We also assume that ct
can be written as a tuple of m objects ct = (ct1, . . . , ctm).
A gate gi = (op, s1, . . . , sa) is defined by a function op
(actually, a code from an instruction set which is defined
by the version and implemented in the dispute solver) and
a list (s1, . . . , sa) of integers either between 1 and i− 1 or
between −m and −1.

For i > 0, the function op in gi takes a variable number
a + 1 of inputs op(k, v1, . . . , va) and should be easy to
compute by a smart contract with O(1) gas complexity. For
i < 0, we define “dummy gates” gi with a = 0 which
evaluate to the variables ct−i. Actually, the m dummy gates
g−1, . . . , g−m represent the variables ct1, . . . , ctm.

We say that gsj is the jth son of gi = (op, s1, . . . , sa)
in the circuit. The son relation defines an acyclic structure
with a unique gate gn which is the son of no other gate.
This gate is called the “root” of the circuit.

The circuit circuit[valid] = G = (g1, . . . , gn) is put in an
accumulator. In other words, circuit[valid] is considered as
the input vector of Acc with coordinates gi. Thus, we com-
pute hcircuit = Acc(circuit[valid]). For each gate gi, it is pos-
sible to compute π = Prove(circuit[valid], i) and to verify
that gate gi is correct by checking Verify(hcircuit, n, i, gi, π).

To ensure that used operations op can be evaluated in
the smart contract, we refer to an instruction set specified
by a version number. The smart contract must be compatible
with version.

Example: media as hash preimage. To take an example,
we assume that x is a media file which is characterized
by its SHA256 hash d = SHA256(x) [1]. A typical Blu-
ray disk would give x the length of 25GB. If x was one
song, it would typically have 4MB. If we split ct in blocks
of 512 bits, we obtain m = 229 blocks for Blu-ray or
m = 216 blocks for a song. We easily define a circuit
using n = 2m + 1 gates using the compression function
Comp which defines SHA256. We use one-time AES-CTR
encryption [12]. For this, we assume that the instruction
set defines a gate ⊕AESk,i1,i2,i3,i4 with one son. It uses the
parameters i1, . . . , i4 and the input variable k. It evaluates to
u⊕(AESk(i1)∥ · · · ∥AESk(i4)) when the son evaluates to u.
We assume another gate Comp with one or two sons. With
only one son evaluating to u, it evaluates to Comp(u, IV)
with IV defined by SHA256. With two sons evaluating to u
and v, it evaluates to Comp(u, v). Finally, we assume a gate

Cmpd with one son which evaluates to true if and only if
u = d when the son evaluates to u. The circuit circuit[valid]
is as follows.

• m gates of form (⊕AESk,4i−3,4i−2,4i−1,4i,−i) to
decrypt cti;

• 1 gate of form (Comp, 1) to start compressing x1;
• m− 1 gates of form (Comp, i,m+ i− 1) to iterate

the SHA256 compression with xi;
• 1 gate of form (Cmpd, 2m) to compare the SHA256

hash with d.

For the Blu-ray with m = 229, a proof of membership in
the Merkle tree accumulator would consist of 31 hashes. For
the song with m = 216, a proof would consist of 18 hashes.

Note that the depth of the circuit is 2 + m, which is
linear in the size n = 2m+1. OptiSwap would be inefficient
here, with a worst case complexity of O(m) compared to
our O(logm). In their paper, the authors of OptiSwap take
as an example a media with a hash d obtained by a Merkle
tree instead of the standard SHA256 [14]. The Merkle hash
defines a circuit of logarithmic depth, contrarily to SHA256.
This is how they obtain good performances. Instead, we use
standard hash, but Merkle trees in accumulators to prove
the correct/incorrect evaluation of a circuit no matter the
structure of the circuit defined by the use-case.

4.2. Optimistic Phase

In this phase, V and B have as common input IDV, IDB,
y, tipo, tipd, descd, m, n, circuit[valid], params, version.
The vendor V has a private input x and the buyer B has an
asset $(y + tipo).

Engagement phase. In an engagement phase, V prepares
the committing information (a manifest that we denote by
contract) to be inserted in the smart contract as follows.
There, the V interface needs to process x.

1) V computes hcircuit = Acc(circuit[valid]) using the
static accumulator.

2) V picks a random symmetric key k.
3) V computes ct = Enck(x), the encryption of x un-

der key k, using the one-time symmetric encryption
function Enc.

4) V computes hct = Acc(ct1, . . . , ctm) using the
static accumulator Acc.

5) V computes (c, o) ← Com(hcircuit, hct) using the
cryptographic commitment scheme Com, getting
the commit value c and the opening value o.

6) V computes contract as

contract =
(IDV, IDB, y,m, n, c, tipo, tipd, params, version)

7) V sends (through the secure channel) ct, contract,
o to B.

8) B computes hcircuit and hct like V (in Step 1 and 4
above).

9) B takes c from contract.
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10) B verifies (hcircuit, hct) = Open(c, o) when opening
the commitment c.

11) B verifies that elements in contract are correct / as
agreed.

12) B sends contract to S who decides to sponsor or
not.

Note that descd is encoded in circuit[valid] which is commit-
ted by c as hcircuit in contract. Similarly, ct is committed by
c. The reference to c will be useful in the case of a dispute.

Smart contract execution. This phase has a bounded O(1)
gas complexity. The sponsor S covers the bounded cost
of this phase (but hopes to collect $tipo if the transaction
completes). We let feeo denote the maximum blockchain fee
to be covered, which is what S “invests”. In this phase, the
optimistic transaction sponsor S launches a smart contract
which is described below.

During its execution as explained below, the smart con-
tract will collect payments by different participants. It col-
lects the deposit from the sponsor S which is used to cover
the blockchain fees until a dispute phase. It also collects
deposits from “dispute sponsors” which are pooled into a
“dispute deposit”. Finally, it collects $y and $tipo by B.
Hence, the smart contract maintains the following balances:

• S-deposit: the deposit from S (originally, feeo);
• B-payment: the deposit from B (originally, y+tipo);
• dispute deposit: the pooled deposits from SV and SB

(feed + tipd from each sponsor when they join the
protocol).

The smart contract defines exactly what input to expect from
which participant and the blockchain fees for each correct
input are covered by the S-deposit.4

The smart contract can terminate by two manners.

• Cancel: Return the B-payment to B. Return the left-
over S-deposit to S. If applicable, return the leftover
dispute deposit to SB.

• Complete: On the B-payment, pay $y to V and $tipo
to S. Return the leftover S-deposit to S. If applicable,
return the leftover dispute deposit to SV.

The honest V and B terminate in the same state.
The smart contract runs as illustrated on Fig. 2. We

specify it below in straight fonts and add comments in italic
font.

Step 1. S sets up a smart contract, compatible with version,
with input contract, and deposits some money $feeo.
The smart contract sets deadlines to complete Step 2,
3, and 4. S tells V and B that the smart contract is
ready.
V and B verify that smart contract is correct and that
contract is as agreed during engagement.
In the next steps, blockchain fees for moves of the
smart contract are taken on the deposit of $feeo from
S.

4. If the blockchain does not allow that, the smart contract can simply
refund the participant for their fees as soon as the input is there.

Sponsor

Step 1,2

Vendor Buyer

cancel
Step 3

⊕

complete

⊕
Step 4,5

cancel

⊕
Step 6

(dispute resolution)

(SB)

(SV)

$feeo
$(y + tipo), c

$(y + tipo)
k

$y
dispute

$(y + tipo)

deposit

deposit
deposit

timeout

timeout

timeout

Figure 2. Evolution of the smart contract during the optimistic Phase.
Dashed arrows are to or from a sponsor. Dotted arrows represent a time
interval after which the contract terminates if nothing happened. The ⊕
symbol denotes an exclusive branch in two possible cases. The complete
termination returns tipo to the main sponsor. All termination cases return
the unspent deposit from the main sponsor.

Step 1′. (Following Step 1 but after the deadline for Step 2.)
Upon activation by anyone, the smart contract ter-
minates with Cancel as B did not follow up.

Step 2. (Following Step 1.) Receive a payment by $(y+tipo)
by B. Nothing else is considered.

Step 2′. (Following Step 2 but after the deadline for Step 3.)
Upon activation by anyone, the smart contract ter-
minates with Cancel as V did not follow up.

Step 3. (Following Step 2.) Receive a key k from V. No
other message is considered.
At the deadline for Step 3 (or before if this step is
done earlier), B takes k and verifies that Deck(ct) =
x′ is such that descd(x′) is true. If it is the case, B
terminates with output x′. If it is not the case, B
must jump to Step 4 before the deadline.

Step 3′. (Following Step 3 but after the deadline for Step 4.)
Upon activation by anyone, the smart contract ter-
minates with Complete as B implicitly accepted k.

Step 4. (Following Step 3.) Receive from B a trigger for
dispute.
The smart contract gives deadlines to complete
Step 5 and 6.
B and V prepare their arguments and look for dispute
sponsors.

Step 4′. (Following Step 4 but after the deadline for Step 5.)
Upon activation by anyone, the smart contract ter-
minates with Complete as B did not find a sponsor
SB to support the dispute.

Step 5. (Following Step 4.) Receive from a new participant
SB a deposit feed + tipd.
Before that, SB is supposed to be convinced that
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the argument by B is valid and supporting B (as
explained in the next paragraph).

Step 5′. (Following Step 5 but after the deadline for Step 6.)
Upon activation by anyone, the smart contract ter-
minates with Cancel as V did not find a sponsor SV
to support the dispute.

Step 6. (Following Step 5.) Receive from a new participant
SV a deposit feed + tipd.
Before that, SV is supposed to be convinced that
the argument by V is valid and supporting V (as
explained in the next paragraph).

After that, the smart contract proceeds with the dispute
resolution. The blockchain fees of all those 6 steps are
covered by S. As we can see, the smart contract had nearly
nothing to do so far, except collecting payments, storing
information, and keeping up on step transitions. Hence, gas
fees are very low and bounded by a constant.

Call for dispute sponsor phase. Upon triggering the dispute
resolution in Step 4, V and B must make their argument and
use it to look for a sponsor. An argument consists of the
entire circuit circuit[valid] and the ciphertext ct which are
committed by c in contract. We let

argue = (circuit[valid], ct, o)

We consider argue relative to contract and k which are in
the smart contract. We denote (hcircuit, hct) = Open(c, o)
where c is defined in contract.

• We say that argue relative to contract is valid if it is
the case that Acc(ct) = hct and Acc(circuit[valid]) =
hcircuit.

• We say that argue relative to contract and k supports
B if descd(Deck(ct)) is false, and that it supports V
if it is true.

Clearly, any verifier can easily verify these properties by
reading information in the smart contract and in argue.

By construction, there can be only one valid argument
relative to contract unless the commitment scheme or the
static accumulator is broken. This valid argument clearly
shows which party should be supported in the dispute. A
honest dispute sponsor accepts to sponsor a party if and only
if the party presents a valid argument which is supporting
themselves and the smart contract is currently waiting for
the dispute sponsor.

Later on, given an argument argue, we define the circuit
evaluation map val. This is a vector of n values, mapping
each gate index to a value. We define it by induction, by

∀i > 0 val(i) = op(k, val(s1), . . . , val(sa)) (1)

where gi = (op, s1, . . . , sa) is the ith gate in circuit[valid].
For convenience, we denote val(−i) = cti for i = 1, . . . ,m.
Note that val(n) = descd(Deck(ct)) by construction of
circuit[valid]. We also denote by hpre the vector of partial
accumulators defined by

hpre(i) = Acc(val(1), . . . , val(i)) i = 1, . . . , n (2)

by using the incremental accumulator. (By convention,
hpre(0) = ∅.) Hence, each party has their own version
of val and hpre, depending on their respective argument.
The vector hpre is the key idea to our improved dispute
resolution.

4.3. Dispute Resolution Phase

The dispute resolution consists of having V to spot a
flaw in the argument by B. If no error in the proof is found
by V, we assume that B is correct. The blockchain fees are
covered by the dispute deposit (feed+tipd for each sponsor).

To commit to intermediate computations, the evaluations
of the gates in the circuit are incrementally hashed. Namely,
wi = hpre(i) is hashing the evaluation of all gates until gi.
To spot the error, V applies a cut-and-choose search to find
the first gate gi on which the participants disagree. Then, the
smart contract verifies this gate based on the agreed previous
ones and determines who is right in the dispute.

Resolving dispute in an argument. After both dispute
sponsors made their deposits, the dispute resolution starts.

Step 7. (Following Step 6.) The smart contract sets the
variables a = 1 and b = n + 1 and sets deadlines
to activate the several iterations of Step 7b and 7c.
Then, the protocol iterates through the following
steps.

Step 7a. (Following Step 7 or 7c.) The smart contract
sets i = ⌊a+b

2 ⌋ and waits for B to respond to
challenge i.

Step 7a′. (Following Step 7a but after the deadline for
Step 7b.) Upon activation by anyone, V wins
as B did not activate Step 7b, and it continues
with Step 9.

Step 7b. (Following Step 7a.) B submits the response
wi = hpre(i) to the smart contract.

Step 7b′. (Following Step 7b but after the deadline for
Step 7c.) Upon activation by anyone, B wins
as V did not activate Step 7c, and it continues
with Step 9.

Step 7c. (Following Step 7b.) V says “left” or “right”
to the smart contract. If V disagrees that wi =
hpre(i), V says “left”. Otherwise, V admits
that wi = hpre(i) and says “right’.
If “left”, the smart contract discards any
stored wj with j > i and sets b = i. If “right”,
the smart contract discards any stored wj with
j ≤ i and sets a = i+ 1.
If we have a ̸= b, the protocol iterates with
Step 7a again. Otherwise, V must submit
more information as specified in the next step.

Step 8. (Following Step 7c.) V sets i to the value of a = b
in the smart contract and proceeds to the following
step, depending on the case.

Step 8a. (Case 1 < i ≤ n following Step 8.)
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V/B input: IDV, IDB, y, tipo, tipd, descd,m, n, circuit[valid]
V extra input: x
B extra input: $(y + tipo)
S input: $feeo
SV/SB input: $(feed + tipd)

Engagement phase
1: V and B both compute hcircuit ← Acc(circuit[valid])
2: V picks k at random
3: V computes ct← Enck(x)
4: V computes hct ← Acc(ct1, . . . , ctm)
5: V computes (c, o)← Com(hcircuit, hct)
6: V sets contract =

(IDV, IDB, y,m, n, c, tipo, tipd, params, version)
7: V sends (securely) ct, contract, o to B
8: B computes hct ← Acc(ct1, . . . , ctm)
9: B takes c from contract

10: B verifies (hcircuit, hct) = Open(c, o)
11: B verifies that elements in contract match the input
12: B sends contract to S
13: S decides to sponsor or not

Smart contract phase (fees taken on S-deposit)
14: Step 1: S deploys a smart contract with contract and

deposits $feeo, V and B verify
15: Step 2: if before deadline, receive $(y + tipo) from B,

otherwise (Step 1′) go to Cancel
16: Step 3: if before deadline, receive k from V, otherwise

(Step 2′) go to Cancel
17: B takes k and compute x′ = Deck(ct)
18: if descd(x′) = true, B terminates with output x′

19: Step 4: if before deadline, receive a dispute trigger from
B, otherwise (Step 3′) go to Complete

20: B and V to look for potential sponsors by showing
argue = (circuit[valid], ct, o) and the smart contract

21: SV and SB verify argue and the contract, and decide
whether to sponsor accordingly

22: Step 5: if before deadline, receive $(feed + tipd) from
SB, otherwise (Step 4′) go to Complete

23: Step 6: if before deadline, receive $(feed + tipd) from
SV, otherwise (Step 5′) go to Cancel

Dispute resolution (fees taken on dispute deposit)
24: Step 7: set a = 1 and b = n+ 1
25: V and B compute val and hpre as Eq. (1) and (2)
26: Step 7a: set i = ⌊a+b

2 ⌋
27: Step 7b: if before deadline, receive wi = hpre(i) from

B, otherwise (Step 7a′) V wins and go to Step 9
28: Step 7c: if before deadline, receive “left” (V disagrees

with wi) or “right” (V agrees with wi) from V, otherwise
(Step 7b′) B wins and go to Step 9

29: if “left”, set b← i and discards any wj with j > i
30: if “right”, set a← i+1 and discards any wj with j ≤ i
31: if a ̸= b, go to Step 7a
32: Step 8: set i← a
33: receive from V (at the same time as the last

“left/right”; if missing, B wins and go to Step 9)
(o, gi, v1, . . . , va, w

′
i, π1, π2, π3, ρ), depending on the

cases as detailed in Step 8a, 8b, 8c in Section 4.3
34: verify the information from V as detailed in Step 8a,

8b, 8c in Section 4.3
35: if correct, V wins, otherwise, B wins
36: Step 9: let Q ∈ {V,B} be the losing party
37: if Step 9 is reached for the first time, or for the second

time but with a different Q, and if Q ̸= SQ, set Q← SQ
and go to Step 7

38: if V wins, go to Complete, otherwise, go to Cancel

39: Cancel: return the B-payment to B, the leftover S-
deposit to S, the leftover dispute deposit to SB, and
terminate

40: Complete: from the B-payment, pay $y to V, tipo to
S, return the leftover S-deposit to S and the leftover
dispute deposit to SV, and terminate

Figure 3. The SOX Protocol

V takes the gi gate of the circuit, sets gi =
(op, s1, . . . , sa), L = {ℓ; sℓ < 0}, and com-
putes

vℓ = val(sℓ) (ℓ = 1, . . . , a)

w′
i = hpre(i)

π1 = Prove(circuit[valid], i)

π2 = Prove(ct, (−sℓ)ℓ∈L)

π3 = Prove((val(1), . . . , val(i− 1)),

(sℓ)ℓ ̸∈L)

ρ = ProveExt(val(1), . . . , val(i))

V submits

(o, gi, v1, . . . , va, w
′
i, π1, π2, π3, ρ)

to the smart contract.
The smart contract computes
(hcircuit, hct) = Open(c, o) and the value
v = op(k, v1, . . . , va) following gi, then
verifies

Verify(hcircuit, n, i, gi, π1)

Verify(hct,m, (−sℓ)ℓ∈L, (vℓ)ℓ∈L, π2)

Verify(wi−1, i, (sℓ)ℓ ̸∈L, (vℓ)ℓ ̸∈L, π3)

VerifyExt(i, wi−1, w
′
i, v, ρ)
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wi ̸= w′
i

If verification passes, V wins. Otherwise, B
wins. It continues with Step 9.

Step 8b. (Case i = 1 following Step 8: V said “left”
all the time to disagree on every hpre; there
is no wi−1 defined.)
V takes the gi gate of the circuit, sets gi =
(op, s1, . . . , sa), and computes

vℓ = ct−sℓ (ℓ = 1, . . . , a)

w′
i = hpre(i)

π1 = Prove(circuit[valid], i)

π2 = Prove(ct, (−s1, . . . ,−sa))
ρ = ProveExt(val(1))

V submits

(o, gi, v1, . . . , va, w
′
i, π1, π2, ρ)

to the smart contract.
The smart contract computes
(hcircuit, hct) = Open(c, o) and the value
v = op(k, v1, . . . , va) following gi, then
verifies

Verify(hcircuit, n, i, gi, π1)

Verify(hct,m, (−s1, . . . ,−sa),
(v1, . . . , va), π2)

VerifyExt(i, ∅, w′
i, v, ρ)

wi ̸= w′
i

If verification passes, V wins. Otherwise, B
wins. It continues with Step 9.

Step 8c. (Case i = n + 1 following Step 8: V said
“right” all the time to agree on every hpre.)
V computes π3 = Prove(val, n). V submits
π3 to the smart contract.
The smart contract verifies
Verify(wi−1, i, n, true, π3).
If verification passes, V wins. Otherwise, B
wins. It continues with Step 9.

Step 9. (Following Step 7a′, 7b′, 8a, 8b, or 8c.) Let
P ∈ {V,B} be the winning party and Q be
the other. If we are reaching this step for the
first time or for the second time and P has
changed since the first time, and if Q ̸= SQ,
then replace Q by SQ and go back to Step 7.
(This is a dispute resolution challenge.)
If P = V, terminate with Complete. Other-
wise, terminate with Cancel.

Clearly, the smart contract makes almost no computation
except in the the final Step 8: in the worst case, the smart
contract iterates 3 log2 n times and each iteration requires
to store some wi (and erase others). Additionally, it finishes
by verifying one proof in hcircuit, one multiproof in hct, one
multiproof in wi−1, and one proof of update. The largest
multiproof is for a values. Assuming that the maximum

arity a is bounded by a constant, the total gas complexity
is O(log n).

Dispute resolution challenge phase. There is a dispute
resolution challenge (in Step 9) when a dispute sponsor
who lost a dispute resolution felt that the participant that
they support did not follow the protocol. Actually, it may
happen that both V and B are malicious and that they set
up a dispute theater to make one specific participant P win.
For the hypothetical case that Q had a valid argument which
convinced a honest SQ, we must leave the opportunity to
SQ to challenge the result. For that, SQ restarts the dispute
and plays the role of Q against P.

It may also be the case that SQ is malicious too and
runs a second dispute theater to lose. For the hypothetical
case where it is P who had a valid argument and SP who is
honest, we must leave the opportunity for SP to challenge
a flipped winning decision. Hence, the dispute resolution
could be run 3 times in total, just because we have two
pairs of participants instead of two participants.

Our dispute resolution is such that a running honest
participant cannot lose. So, the honest participant cannot be
replaced in a challenge. The victory of the honest participant
may be challenged by the adversarial party but the honest
participant would run the dispute again and win again for
good.

Interestingly, in each pair of participant, it does not
matter who runs the dispute first and who can challenge.
For instance, in the {B, SB} pair, the first dispute resolution
could be run as V against SB, but then B would challenge
a losing decision.

5. Formal Result

We prove that our protocol satisfies the conditions of our
formal definition Def. 1–4 through Th. 2–9 in Appendix. We
summarize them as follows.
Theorem 1 (Main result). Our protocol is a SOX enforcing

consensus, privacy, and fairness. For this, we assume no
censorship in the blockchain. We assume that commu-
nication between V and B during the preliminary phase
and the engagement phase is private. We assume that an
honest party in a dispute always finds a sponsor. We
also assume security of the underlying cryptographic
algorithms: Enc is INDCPA-secure, Com is HIDE and
BIND-secure, the static accumulator is CR-secure, the
incremental accumulator is CR and CRext-secure.

6. Implementation

We implemented our protocol on Ethereum but without
the full sponsoring options as we intended, since it is really
new in Ethereum and was not available yet when we started.
Hence, every participant pays for their messages to the smart
contract. Sponsors mostly pay for the deployment of smart
contracts. We could have the contract to pay back for their
fees.

13



For the accumulators, we use Merkle trees as specified
in Appendix B.2.

We designed two smart contracts and some libraries of
smart contracts. The optimistic smart contract is deployed
by S. The dispute resolution smart contract is deployed by
a library which is called by the first smart contract after
SV makes their deposit. We developed clients in Javascript.
They are run by Firefox. Our results were obtained on
Intel Core i7-10510U at 1.8GHz.

We chose to compare with OptiSwap [14] because we
built on it and it is the most mature optimistic protocol based
on smart contracts, and to compare with FDE [33] because it
is the most recent and probably the most efficient competitor
in the ZKCP family.

Compared to a plain (unfair) exchange protocol, the
overhead for V and B is to encrypt/decrypt x using AES and
to hash all computations using SHA256 to compute hcircuit

and hct. We can rely on optimized implementations of AES
and SHA256. Our circuit uses block compression gates in-
stead of Boolean gates like in ZK techniques. Protocols such
as OptiSwap [14] and ours have nearly no computational
overhead in the optimistic phase.

Protocols such as FDE [33] always need cryptographic
operations (typically, verifiable encryption for circuits at the
bit/field level) which are quite expensive. They could be
amortized by a vendor selling multiple copies of x but not by
the buyer verifying the computation. The target application
of FDE is the archive servers which provide data which
is “stored on a blockchain” against payment, while it is
only the commitment on the data which appears on the
blockchain. In our setting, this means that the description
function for x is the coherence with the commitment. When
the data consists in 4096 field elements (that is, x of
128KB), the reported running time is of 89 seconds for
V and of 34 seconds for B [33], using KZG commitment
instead of SHA256. By extrapolation, buying 1GB of data
x would take more than 3 days of computation for B for
the sole verification of the ciphertext.

The optimistic phase of our protocol involves a smart
contract storing and executing a constant number of values
and operations. The more complex operations consist of
verifying that the inputs come from the right sender, which
is the same as verifying a digital signature of a transaction,
what a blockchain typically does all the time. Contracts like
FDE [33] or the optimistic phase of OptiSwap [14] are very
similar. FDE has a gas cost estimated to 300 000 gas in total
while OptiSwap (optimistic phase) has a gas cost of about
100 000 gas. Following the computation made for FDE with
a gas at 14 GWei and ETH at US$2302.35, they obtain a cost
of about US$10 on Ethereum for FDE, so three times less
for OptiSwap.5 We should however add the deploy gas cost
which was estimated to 950 000 gas for OptiSwap and not
mentioned for FDE. Our optimistic protocol has a gas cost in
the same order of magnitude: 1 463 686 gas for deployment

5. At the time of writing, 1 gas is 0.17 GWei and 1 ETH is US$3701
so gas is about 50 times cheaper.

and 219 540 gas for running (Steps 1–3′).6 We reported in
Table 1 the running time of the Javascript clients for the
engagement phase. For the smart contract execution, the
running time is negligible compared to the interaction with
the blockchain. As we can see, the clients need less than
a second for |x| = 4MB. (This running time is linear.) By
extrapolation, it should take 2 minutes for 1GB.7

The advantage of FDE is in involving no dispute reso-
lution. As already mentioned, OptiSwap has a complexity
which is linear in the depth of the circuit which characterizes
x. Our protocol has a complexity which is logarithmic in
its size, which is the same when the circuit is balanced but
strictly better in other cases.

As for the gas cost of the dispute resolution, we have
similar results as OptiSwap, when the circuit is balanced.8
They estimated the cost of the dispute when selling 1GB of
data, i.e. m = 224 with a Merkle hash. The total running
price for the dispute is of 6 400 000 gas. If we hash with
SHA256, there would be a factor of 224

24 ≈ 700 000 for
OptiSwap.9 With SOX, we run a dispute for x of 4MB
(m = 216) and SHA256 hash and had a running cost
of 16 × 109 613 + 5 285 895 = 7 039 703 gas (without
challenge). Extrapolated to 1GB, this gives 24× 109 613 +
5 285 895 ≈ 8 000 000 gas.

7. Discussion

7.1. Enforcing Honest Behaviors

Our protocol can spot some malicious behaviors: any
participant who has lost any iteration of the dispute res-
olution cannot be honest. In addition to this, any V who
participated in a transaction which has passed Step 2 but
ended up in a Cancel must be malicious. They could be
banned. Hence, it is easy for S to decline sponsoring a new
transaction with these participants.

7.2. Risk for the Optimistic Sponsor

Any participant could be malicious against an honest S.
As mentioned several times, S is taking risks in sponsoring.
This is inevitable if we want that V and B pay no fees even
when the exchange aborts. In OptiSwap or FDE, B must
pay some fees when making the deposit of $y in the smart
contract, and this payment is lost even though the exchange

6. The increase compared to OptiSwap comes from that we have extra
steps for sponsoring and need to keep three types of deposits. Without
sponsoring, the cost would be smaller.

7. At the time of writing, our implementation is done in JavaScript for
a browser and the browser cannot handle a file as large as 1GB. For that,
we are implementing another client which will be faster and without this
limitation. This is why we only report the cost for a 4MB file.

8. The figures in Table 1 actually shows that we cost more gas. This is
because we wanted to have a universal dispute resolution to handle any
circuit, given as input. Instead, we could have hard-coded the circuit in the
dispute solver and have no longer need for hcircuit and for the proof π1

of the gate gi. This obviously saves some gas cost. This is the approach
which was adopted in OptiSwap, which explains the difference.

9. The depth of the circuit would be 224 instead of 24.
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can be canceled. There is no perfect solution about this.
However, we can encourage economic inclusion by shifting
the risks to an organization such as S. We can also propose
partial solutions to limit the risks as explained below.

A malicious B could decide not to go to Step 2 after S
has paid for Step 1. One way to fix that would be to have
a smart contract ready to run Step 1 on behalf of S when
presented with a valid signature from S. Then, B can trigger
Step 1+2 by presenting the signature from S, contract, and
the $(y+ tipo) payment. The smart contract would then run
Step 1+2. This way, a malicious B is of no harm to S.

A malicious V could run an exchange protocol and make
it cancel (by not posting k or by posting a rogue one). They
would not earn or lose anything from this strategy but S
would lose ∆o corresponding to setting up the contract and
paying the fees for at least the payment by B. One way to
fix this is to require S = V. This would still be sponsoring
from the viewpoint of B (but not for V who would now
need seed money to run the protocol).

The risk of S facing a malicious V can however be
mitigated by appropriate risk analysis and filters. S can
keep a white list based on subscription and/or reputation.
They can keep black lists of malicious IDV (as discussed in
Section 7.1). A malicious vendor would harm only once for
each identity IDV but could create new identities. S can also
limit the rate of transactions for vendors with no history (for
instance, to one transaction at a time), or require a proof of
work, or require to watch an advertisement. Such systems
can operate independently of our SOX protocol.

Given that ∆o is small and that S keeps control on the
decision to sponsor, we believe that the risk is sustainable.
Such attack can keep a marginal existence in a large volume
of sponsoring. Below, we give a way to set up fees so
that S should make profits when there is a large volume
of transactions.

We let p be the probability that the exchange completes.
We assume that S can make an estimate p̄ of p by some
market analysis or simply by a learning process. We also
assume that S can make an estimate ∆̄o of ∆o based on
the current gas price. The expected income is E(∆S) =
p · tipo − ∆o. Hence, S can set tipo = ∆̄o+θ

p̄ for a target
value θ and get an expected income of

E(∆S) =
p− p̄

p̄
(∆̄o + θ) + (∆̄o −∆o) + θ (3)

So, if the relative error of p̄ is small and the error of ∆̄o

is small, the expected income is close to θ. By summing
over a large number N of transactions, 1

N

∑
∆S quickly

converges towards θ.

7.3. No Budget to Sponsor (Unfairness to the Poor)

What may happen is that an honest participant, engaged
in a dispute with a malicious one, finds no sponsor while
the other participant found one malicious sponsor. Assuming
that the honest participant is “rich enough” to sponsor
themselves by paying the expenses up until the winning
case, this case is resolved. Otherwise, we may end up with

unfair situations where honest participants are too poor to
defend themselves and find no one willing to.

We stress that the problem may be nonexistent, because
sponsoring a dispute comes with no risk and may be quite
profitable. Furthermore, the dispute sponsor can easily be
automated: the participant looking for one presents their ar-
gument; the potential sponsor verifies and decides to sponsor
if correct. As there is no risk in sponsoring a participant with
valid arguments, the decentralized autonomous organization
service to sponsor disputes makes perfect sense. Investors
should happily contribute. Hence, we believe that finding a
dispute sponsor is not a problem.

The decision to sponsor can be done by an offchain
server to which participants can submit their role P ∈
{V,B}, circuit[valid], and ct (i.e. argue without o) in an
anonymous manner. By doing this, we reduce the problem of
possible discrimination. Then, the server can issue a signed
token to run a dispute to support P for hcircuit and hct. This
token can be submitted to a smart contract SP with o and
the reference to the optimistic smart contract.

7.4. Incentive for the Dispute Sponsor of the Buyer

Somewhat related to the problem of the honest B finding
no sponsor in a dispute, we can observe that the dispute
sponsor for B must be the first to be announced, and if
the dispute resolution never starts (because SV is not an-
nounced), then SB is refunded with no profit. Since this must
be the most common situation, we can see it as a lack of in-
centive for SB. However, the benefit when the dispute reso-
lution is engaged can be important. Namely, if the argument
of B is correct, SB is promised for ∆SB = feed+ tipd−∆d

when the dispute resolution starts, following the “winner-
takes-all” approach. Since SB is quickly refunded when the
dispute resolution does not start, we consider it as a lossless
investment.

7.5. Too High Fees for Low Transactions

When y is small, we still need to pay for feeo so to
have tipo > feeo. This tipo may render the transaction
too expensive, compared to y. However, V and B could
group many transactions between them into a single one
to amortize the fees.

7.6. Limitation of Privacy

Avizheh et al. [4], [5] identified a privacy limitation in
FairSwap and OptiSwap which also exists in our protocol:
the dispute resolution may reveal some information about x
and about the contract (namely, the description descd and
price y). An honest participant P who engages in a shameful
contract with a malicious participant Q can be blackmailed
as follows: P is asked by Q to deviate from the contract (ei-
ther by paying more than the price if P = B or by accepting
a lower payment if P = V), otherwise, Q would force the
protocol to continue to the dispute resolution (although Q
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would fail in the dispute) to disclose the shameful contract.
Avizheh et al. [4] solve this problem in pOptiSwap by using
an encoding of the circuit. This however does not hide descd
and blows up the size of the circuit. We first need to have
an arithmetic circuit (preventing us to have more elaborate
gates such as AES block encryption or SHA256 compression
gates) then use a secret sharing of each value into enough
shares so that the number of values revealed by the dispute
resolution would disclose nothing about x.

We believe that the problem of blackmail in shameful
transactions remains no matter the privacy protection. In-
deed, a malicious Q does not need to run a dispute resolution
in order to disclose the terms of a transaction with P. The
only question is whether the protocol leaks evidence of the
transaction or maintains a plausible deniability by P. The
pOptiSwap protocol does not solve this problem and neither
do we. In our protocol, the opening of the commitment c in
contract can always be disclosed by Q to reveal descd, y,
and ct as a digital evidence. Then, the key k would disclose
x. Making the fair exchange deniable is left to future work.

7.7. Side-Contracts and Censorship

Clearly, a buyer-miner coalition can intercept the attempt
by V to submit k in Step 3 and stall it until timeout for the
transaction to cancel. However, B would get k and deduce
x without paying, which is unfair. Similarly, a vendor-miner
coalition, after submitting a bogus k in Step 3, can intercept
the attempt of B to trigger a dispute in Step 4b and stall
it until timeout for the transaction to complete. However,
vendor would get the payment $y without giving x, which
is unfair.

We could have introduced the bomb option like in
Rapidash [9] and proved CSP-fairness. However, we feel
that CSP-fairness is weaker than our notion and still prone
to coalition with external incentives.

Another approach is to use encrypted mempools, which
are currently under development.

Censorship should rather be solved at the blockchain
level. Essentially, the censorship model assumes that one
single miner is elected to mine the transaction. The miner is
not known in advance but corrupting several eligible miners
ends up in a probabilistic censorship. The blockchain should
make this probability negligible.

7.8. Simplification by Covering the Dispute

Assuming that the blockchain fees in the dispute reso-
lution are low, they cannot be an obstacle for the optimistic
exchange sponsor to engage. Hence, the protocol can be
simplified by removing the two dispute sponsors and tipd,
and by letting the dispute fees covered by the S-deposit. As
this removes the need to seek for dispute sponsors, posting
argue is no longer necessary. Similarly, challenging the
dispute resolution result should be removed. The additional
risk for S is to lose ∆d more than before (hence up to
feeo + feed). It is more severe as any malicious party could
always force to go to the dispute to make S earn less, as

there is no need to look for a dispute sponsor any more.
If potential sponsors S are willing to take the risk, such
simplification could be interesting.

8. Conclusion

We formalized the notion of optimistic sponsored ex-
change with no entrance fee and no risk. We achieve fair-
ness and privacy of the exchange against polynomial-time
adversaries, including random drop-out. We succeeded this
at very low cost as we could have an optimistic phase with
nearly no computation in the smart contract.
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Appendix A.
Detailed Proofs

We first discuss the case of a malicious sponsor S which
is easy. Actually, the only action of S is to set up a smart
contract and pay at the beginning. If there is no honest
participant, we actually do not care about what happens.
Hence, there must be one honest participant. Clearly, the
first honest participant who needs to engage would see any
misbehavior from S when they check the smart contract and
would not engage in the protocol. Hence, we can assume S
to be honest in what follows.

The optimistic sponsor S sets up a smart contract which
is following the protocol. Thanks to the assumed blockchain
property, every honest participant sees the smart contract in
the same state, due to consensus. We assume the blockchain
to be available for read with no delay. To add a transaction
in the blockchain (i.e. to give an input to the smart contract),
we will explicitly say when we assume an always available
write access with no delay by saying that there is no
censorship.

A.1. SOX Properties

Theorem 2 (SOX properties and consensus). Our protocol
terminates with consensus, is correct, optimistic, with
disincentivized disputes. It is riskless for V and B. As
for S, we have ∆S = −∆o in cancel case, and ∆S =
tipo −∆o in complete case. resolution.

This shows that our protocol satisfies the SOX conditions
in Def. 1,2, except for the risk of the dispute sponsor which
will be covered in Th. 4 and Th. 6.

Termination and Consensus. Our protocol aborts after a
timeout when messages do not come as expected. When
they do, we clearly see that their number is strictly bounded.
So, the protocol eventually terminates for the honest partic-
ipants. The final state Complete or Cancel is decided by the
smart contract. Due to consensus in the blockchain, every
honest participant ends with that same state.

Correctness and Optimism. Clearly, our protocol satisfies
the correctness and optimistic notions, which involve honest
V, B, and S. They end without dispute on the same state,
and it is Complete if and only if they start with matching
inputs.

Disincentivized disputes. The cumulated seed money for
the dispute resolution is of 2feed+2tipd while the cost is of
∆d ≤ feed. The losing sponsor gets nothing in the end and is
paying feed+tipd. Hence, min(∆SV,∆SB) = −feed−tipd ≤
−∆d− tipd and max(∆SV,∆SB) = feed+ tipd−∆d ≥ tipd.

Balance of the honest V, B, S. V does not pay anything
and is being paid only in complete cases, for an amount of
$y. Hence, ∆V = 0 in cancel cases and ∆V = y in complete
cases.

B has to pay $(y+tipo), and is being paid only in cancel
cases, for a full refund. Hence, ∆B = 0 in cancel cases and
∆B = −y − tipo in complete cases.

S has to pay $feeo as a deposit and is rewarded tipo in
complete cases, and is being returned feeo−∆o in the end.
Hence, we deduce ∆S in the two cases.

Balance of the honest dispute sponsor. Due to Th. 4
and Th. 6 below, based on assumptions, an honest dispute
sponsor does not lose, except with negligible probability.
Hence, the outcome of the protocol is to refund the dispute
sponsor from the seed money feed+tipd and to reward with
at least tipd. Hence, ∆ ≥ tipd.

A.2. Honesty Pays

We want to prove that an honest participant cannot lose
a dispute, except with negligible probability. For that, we
consider all possible roles.

First of all, the case of the optimistic sponsor S is trivial
as there is no notion of losing in a dispute. In all other cases,
we observe that we need the no censorship assumption.
Otherwise, the honest participant may be censored when
trying to plead their case.

Case of an honest B. If B is honest, they triggered the
dispute because they realized that descd(Deck(ct)) = false.
Hence, they must have made a valid argument which is
supporting B. Below, we use val and hpre as defined by
B.

During dispute resolution, B is asked to commit to some
elements of hpre in their argument. The loop in Step 7 ends
with B committing on wi−1 = hpre(i−1) and wi = hpre(i),
except in the corner cases i = 1 (only wi is provided) and
i = n+ 1 (only wi−1 is provided).

V provides some input o. Due to the BIND-security of
the commitment, this opens to the right hcircuit and hct in
the smart contract, except with negligible probability. In the
0 < i ≤ n case (Step 8a and 8b), V provides gi and a
proof π in the accumulator hcircuit = Acc(circuit[valid]).
Due to the CR-security of the static accumulator, this
gives the correct gate to the smart contract, except with
negligible probability. Similarly, the elements v1, . . . , va
must be correct in the smart contract: either proven with
π2 based on hct = Acc(ct), or based on π3 based on
wi−1 = Acc(val(1), . . . , val(i − 1)). Hence, the smart con-
tract computes the right value v = val(i) by evaluating the
gate.

In the 1 < i ≤ n case (Step 8a), we know that
wi−1 = Acc(val(1), . . . , val(i − 1)) is updated into wi =
Acc(val(1), . . . , val(i)) by the value v. So, it can be proven
by V, thanks to correctness. Hence, due to the CRext-
security of the incremental accumulator, V cannot make
another proof ρ that wi−1 is updated into w′

i by the value
v, with wi ̸= w′

i, except with negligible probability.
In the i = 1 case (Step 8b), the same argument holds by

replacing wi−1 by ∅.
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In the i = n+1 case (Step 8c), we know that the last el-
ement in wi−1 = Acc(val(1), . . . , val(n)) is val(n) = false.
Hence, the probability that V succeeds to prove the opposite
is negligible, due to the CR-security of the incremental
accumulator.

Even if the outcome is challenged, B can proceed again
and win, except with negligible probability. The probability
for B to lose is negligible. We obtain the following result.
Theorem 3 (Honest B wins dispute). We consider the

execution of a session of the protocol, assuming no cen-
sorship in the blockchain, that the commitment is BIND-
secure, that the static accumulator is CR-secure, that the
incremental accumulator is CR-secure and CRext-secure,
that any participant takes the role of SB, and an honest
B. The probability that B loses in dispute is negligible.

Case of an honest SB. If the dispute sponsor SB is honest,
they must have been shown a valid argument which is
supporting B. In the event that a malicious B sabotages the
dispute resolution and loses, SB can challenge the result
and run the dispute resolution using the argument like in
the honest B case. As shown before, SB can only win,
except with negligible probability. Even if the outcome is
challenged again, SB can proceed again and eventually wins.
The probability to lose is negligible. We obtain the following
result.
Theorem 4 (Honest SB wins dispute). We consider the

execution of a session of the protocol, assuming no cen-
sorship in the blockchain, that the commitment is BIND-
secure, that the static accumulator is CR-secure, that
the incremental accumulator is CR-secure and CRext-
secure, and an honest SB. The probability that SB loses
in dispute is negligible.

Case of an honest V. If V is honest, we have
descd(Deck(ct)) = true. Hence, they must have made a
valid argument supporting V. Below, we use val and hpre
as defined by V.

We prove by induction that at each iteration of Step 7,
the smart contract has the commitment by B to some value
wa−1 = hpre(a − 1) if a > 1, and to some wi ̸= hpre(i)
for a ≤ i ≤ b if b ≤ n. Clearly, the loop ends with a = b.
In the end, we have an index i, some value wi−1 if i > 1,
and some value wi if i ≤ n. These values are such that
wi−1 = hpre(i− 1) and wi ̸= hpre(i).

In the 1 < i ≤ n case (Step 8a), it is clear that V can
prove what is required and win, due to the correctness of
the commitment and of the accumulators. In the i = 1 case
(Step 8b) is similar with wi−1 = ∅. In the i = n + 1 case
(Step 8c), it is clear that V can prove that the last element
in wn is true. Hence, V always wins.

Even if the outcome is challenged, V can proceed again
and win. The overall probability to lose is null. We obtain
the following result.
Theorem 5 (Honest V wins dispute). We consider the

execution of a session of the protocol, assuming no
censorship in the blockchain, that any participant takes

the role of SV, and an honest V. The probability that V
loses in dispute is null.

Case of an honest SV. If the dispute sponsor SV is honest,
they have been shown a valid argument by V which is
supporting V. So, the proof goes the same as for the honest
V.

If malicious V sabotages the dispute resolution and loses,
SV can challenge the outcome and redo the proof to isolate
the error in the argument and spot it. The overall probability
to lose is null. We obtain the following result.

Theorem 6 (Honest SV wins dispute). We consider the
execution of a session of the protocol, assuming no
censorship in the blockchain and an honest SV. The
probability that SV loses in dispute is null.

A.3. Privacy

Privacy in the case of a dispute is counterintuitive,
because V and B reveal everything, at least to potential
sponsors, by posting argue. It should be clear that we reach
this step (Step 4) when either V or B is malicious. If V is
malicious, x and descd are already known by a malicious
party so privacy is pointless. The remaining case is when
V is honest and B is malicious. In that case, since B must
have already paid for getting x to reach Step 4, there is no
privacy concern any more: the purpose was to sell x to the
adversary and the money cannot escape from V due to our
fairness result in Th. 5.

Honest-B privacy. We assume an honest B.

Theorem 7 (Honest-B privacy). Assuming that communica-
tion between V and B during the preliminary phase and
the engagement phase is private and that Com is HIDE-
secure, the protocol enforces privacy for the honest B.

When V and B are honest, there is no possible dispute. As
neither V nor B can miss a deadline and that the adversary
cannot interfere with the communications, the game works
as if the adversary was passive. Hence, the adversary learns
only the communications to the smart contract, which is the
content of contract and a random key. In the contract, only
the commitment could reveal information.

We change the Privacy game to a game where B does
not make any verification, except that the smart contract is
correct. Hence, B accepts any contract and any k. The two
games produce the same output. Then, we change the game
by having c made by V replaced by a random string in
the contract. Assuming that Com is hiding, this new game
produces indistinguishable results.

Now, the adversary receives no information about x and
descd, except about their lengths. Clearly, a simulator can
now perfectly simulate what oracles answer to A.

19



Malicious-B privacy. We assume a malicious B.
Theorem 8 (Malicious-B privacy). Assuming no possible

censorship in the blockchain, that any participant takes
the role of SV, that Enc is INDCPA-secure, the protocol
enforces privacy with a malicious B.

In the case that V is honest but B is malicious, the adversary
in the Privacy game receives ct which is the encryption of
x. As soon as V releases the encryption key k, assuming that
there is no censorship, we know that the protocol is never
canceled due to Th. 5. Hence, we can modify the game
by stopping and returning 0 as soon as V activates Step 3,
with no effect on the output of the game. What remains is
a game where ct is released and k is not disclosed. Due
to INDCPA-security, we can replace x by a random string
and have a game producing indistinguishable output. Then,
the entire game becomes simulatable using |x|, descd, and
y only.

A.4. Fairness

Theorem 9 (Fairness). Under the assumptions of Th. 2–8,
our protocol enforces fairness.

We assume an honest B. If B does not trigger any dispute,
it means descd(x

′) is true as B verified it in Step 4b. If B
triggers a dispute, since there is no censorship, the smart
contract activates the dispute. We further assume that a
dispute sponsor SB agrees to support B and no censorship
when registering. Hence, to end up with a Complete deci-
sion, we must go to the dispute resolution and have B to
lose. We show in Th. 3 that an honest B loses a dispute
resolution with negligible probability. So, the Complete
cases with dispute are negligible, and other Complete cases
have descd(x

′) true in the Fairness game.

Appendix B.
More Building Blocks

B.1. Cryptographic Primitives

One-time symmetric encryption. We use a variable-length
symmetric encryption scheme Enc/Dec. The algorithm ct =
Enc(k, x) takes a key k and a plaintext x to return a cipher-
text ct. We assume that this operation is length-preserving.
The decryption algorithm x = Dec(k, ct) takes a key k and
a ciphertext ct to return the plaintext x. Correctness implies
that for any x and k, if ct = Enc(k, x), then Dec(k, ct) = x.

The encryption uses a key only once. Hence, we can use
AES in CTR mode with a fixed zero-nonce.

The encryption must be such that for any PPT adversary
A, Pr[INDCPA1 → 1] − Pr[INDCPA0 → 1] is negligible
with the following game:
Game INDCPAb:

1: A → (x0, x1, st)
2: if |x0| ̸= |x1| then return 0
3: pick a key k at random
4: ct← Enck(xb)

5: A(st, ct)→ z
6: return z

Essentially, A cannot distinguish from ct if it was x0 or x1

which was encrypted.

Commitment scheme. We use a commitment scheme
Com/Open. The algorithm (c, o)← Com(h) takes an input
h and returns a commit value c and an opening key o.
Opening is done by Open(c, o) which returns either some h
or ⊥. Correctness implies that for any h and any outcome
(c, o)← Com(h), we have Open(c, o) = h.

As a commitment scheme, we can use what follows. To
run (c, o)← Com(h), we pick a random rnd, set o = h∥rnd,
and c = H(o). To run Open(c, o), we return ⊥ if c ̸= H(o)
and Open(c, o) = h otherwise (after parsing o = h∥rnd).

The commitment scheme must be hiding, i.e. such that
for any PPT adversary A, Pr[HIDE1 → 1]−Pr[HIDE0 → 1]
is negligible with the following game:
Game HIDEb:

1: A → (h0, h1, st)
2: (c, o)← Com(hb)
3: A(st, c)→ z
4: return z

Essentially, A cannot distinguish from c if it was h0 or h1

which was committed.
The commitment must also be binding, i.e. such that for

any PPT adversary A, Pr[BIND→ 1] is negligible with the
following game:
Game BIND:

1: A → (c, o0, o1)
2: Open(c, o0)→ h0

3: if h0 = ⊥ then return 0
4: Open(c, o1)→ h1

5: if h1 = ⊥ then return 0
6: if h0 = h1 then return 0
7: return 1

Essentially, A is issuing a commitment to be opened in two
different manners.

B.2. Merkle-Based Accumulator

We define our Merkle accumulator as follows. For do-
main separation, we use two hash functions H and H ′.
Given a list of ℓ values v1, . . . , vℓ, construct a Merkle tree
by we first computing the depth δ = ⌈log2 ℓ⌉. Bitstrings
str = · · · b1b0 of length up to δ represent a node in the
Merkle tree. The empty string ∅ represents the root. Leaves
have length δ while inner nodes have a smaller length. We
define toint(str) =

∑
j 2

jbj . Inner nodes str have one son
str0 or two sons str0 and str1. We require that there are
exactly ℓ leaves. The value vi is assigned to the leave str
such that toint(str) = i − 1. Finally, to each node str we
assign a value which is recursively computed as follows: for
a leaf str, we assign valstr = H ′(vtoint(str)+1). For an inner
node with one son valstr = H(valstr0). For an inner node
with two sons valstr = H(valstr0, valstr1).
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We define Acc(v1, . . . , vℓ) = val∅. The Merkle tree is
computed with complexity O(ℓ). Once computed, Acc takes
complexity O(1): the time to read val∅.

Given i1, . . . , ia, we define the set ancestors(i1, . . . , ia)
of all the prefixes of the δ-bit strings str for which there
exists j such that toint(str) = ij − 1. We further define the
set missing(i1, . . . , ia) of strings str which are not element
of ancestors(i1, . . . , ia) but represent an existing sibling of
an element of it in the tree. The size of missing(i1, . . . , ia)
is O(a log ℓ).

We define Prove((v1, . . . , vℓ), (i1, . . . , ia)) as the tuple
π of all valstr for str ∈ missing(i1, . . . , ia). Once the Merkle
tree is computed, the size of π is of O(a log ℓ) elements and
the complexity of Prove is to read them.

The predicate Verify(h, ℓ, (i1, . . . , ia), (v
′
1, . . . , v

′
a), π)

recomputes the Merkle tree with available data: the number
of leaves is ℓ, which allows to get δ, the leaves str such that
toint(str) = ij − 1 for some j are assigned to the H ′(v′j)
values, and the nodes str in missing(i1, . . . , ia) are assigned
to valstr as specified in π. This is enough to compute val∅ and
to compare it with h. The complexity of Verify is O(a log ℓ).

This accumulator can be extended as an incremental
accumulator. Interestingly, the Merkle tree of (v1, . . . , vi)
is always a subtree of the Merkle tree of (v1, . . . , vℓ) for
i ≤ ℓ, with the same values. Hence, once the Merkle tree of
(v1, . . . , vℓ) is computed, the complexity of Acc(v1, . . . , vi)
is O(log ℓ) and the one of Prove((v1, . . . , vi), (i1, . . . , ia))
is O(a log ℓ).

We define ProveExt(v1, . . . , vi) =
Prove((v1, . . . , vi), i). Once the Merkle tree of (v1, . . . , vℓ)
is computed, the complexity of ProveExt(v1, . . . , vi) is
O(log ℓ), as well as the size of ρ.

For VerifyExt(i, wi−1, wi, vi, ρ), we actually recompute
wi−1 and wi from (i, vi, ρ) and verify that it matches the
inputs wi−1 and wi. The complexity is O(log ℓ).

B.3. RSA-Based Accumulator

We can build an RSA-based accumulator [6], [7]. First,
we need to map index-value pairs (i, v) to accumulate to dif-
ferent prime numbers map(i, v). The accumulator is set with
an RSA modulus N of unknown factorization and an initial
value h0. Then, Acc(v1, . . . , vℓ) = h

map(1,v1)···map(ℓ,vℓ)
0 mod

N . We have

Prove(val, (i1, . . . , ia)) = h

∏
ℓ∈L

map(ℓ,vℓ)

0 mod N

where L = {1, . . . , n} − {i1, . . . , ia} and

Verify(h, ℓ, (i1, . . . , ia), (v1, . . . , va), π)
⇔ h = πmap(i1,v1)···map(ia,va) mod N

The proof of update is void and VerifyExt(i, h, h′, v, ρ) is
equivalent to h′ = hmap(i,v) mod N . Proofs have constant
size (say π of 2048 bits) but the complexity of map is
high: each (i, v) should be mapped to a “random” unique
prime (say of 270 bits) and verification should require a
full exponential with a modulus of 2048 bits. Besides, veri-
fication would need to be implemented in a smart contract.

We believe that the Merkle accumulator would be better.
Implementation will say.

Appendix C.
More Examples

C.1. Hash Preimage

We take as an example the case where x is a 256-bit
string characterized as being the hash preimage of some
value d. In this case, the function desc is actually the hash
function H . We assume that the hash function is SHA256
and that x and d are two 256-bit keys. Using AES-CTR, we
have

Deck(ct) = ct⊕ (AESk(0)∥AESk(1))

With a so simple example, it could make sense to modify the
protocol so that (c, o) ← Com(ct) and B directly submits
o in Step 4 to launch a dispute. Then, the dispute consists
of the smart contract opening c to get ct and verifying that
SHA256(Deck(ct)) = d. There is no need for SV and SB.

C.2. Signature Service

As another example, we take the case where x is a
signature on a given message M (known by V and B) which
is valid for the given public key pk (also known by V and
B). An application could be for a certificate authority to
sell a certificate for M . It could also be to exchange a loan
against a binding debt acknowledgement.

For an ECDSA signature, we have x = (r, s) such that

r = xcoord

(
H(M)

s
G+

r

s
pk

)
We assume that r and s are represented on 256 bits. We
split ct = ctl∥ctr. We assume

r = ctl⊕(AESk(0)∥AESk(1)) s = ctr⊕(AESk(2)∥AESk(3))

We let h = H(M). We can define the circuit[valid] with 10
gates (g1, . . . , g10) as follows.

• g1 = (⊕AESk,0,1,−1) is a gate evaluating to r with
son g−1;

• g2 = (⊕AESk,2,3,−2) is a gate evaluating to s with
son g−2;

• g3 = (invmod, 2) is a gate evaluating to 1
s with son

g2;
• g4 = (mulmodh, 3) is a gate evaluating to h

s with
son g3;

• g5 = (scalmulG, 4) is a gate evaluating to h
sG with

son g4;
• g6 = (mulmod, 1, 3) is a gate evaluating to r

s with
sons g1 and g3;

• g7 = (scalmulpk, 6) is a gate evaluating to r
spk with

son g6;
• g8 = (+, 5, 7) is a gate evaluating to h

sG+ r
spk with

sons g5 and g7;
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• g9 = (xcoord, 8) is a gate evaluating to xcoord with
son g8;

• g10 = (=, 1, 9) is a gate evaluating to
descd(Deck(ct)) with sons g1 and g9;

We have m = 2 and n = 10. Using Merkle trees, a proof
of membership in the Merkle accumulator consists of four
hashes.

This circuit with 10 gates makes sense if we want to use
dispute solver with a general-purpose set of instructions, as
it could be used for other, or if we want to minimize the
number of big number operations to be done by the smart
contract circuits as well. We can have other strategies, such
as using a Verifypk,h gate taking two inputs r and s, or a
Verifyk,pk,h taking two inputs ctl and ctr and verifying that
their decryptions make a valid signature, or again a trivial
circuit with two gates (a dummy gate ct and a hard-coded
valid(k, .) gate), or an ad-hoc protocol.

C.3. Decryption Service

We could propose a pay-per-decryption service where
there would be an established public key pk = sk · G and
a secret key sk. The service V who holds sk would offer
decryption in a form of a fair exchange: a client would
submit a query Q and the contract would be to get R
together with a proof that there exists sk verifying pk = sk·G
and R = sk · Q against a payment. This could be used
as a decryption service for hybrid encryption based on the
Diffie-Hellman protocol [11]. The proof is made by the Fiat-
Shamir transform [17] of a Schnorr proof [31], [32] for
discrete logarithm equality.

Namely, the item x would be x = (R, ch, resp) and
descd(x) would be the predicate

ch = H(G, pk, Q, resp ·G− ch · pk, resp ·Q− ch ·R)

To generate x, V would compute R = sk·Q, select a random
r, compute A = r ·G, B = r ·Q, ch = H(G, pk, Q,A,B),
and resp = r + ch · sk.

This decryption service can also be used as a service to
issue one or multiple privacy pass tokens [10].

Defining the circuit is straightforward, subject to several
strategic choices to trade the number of iterations in Step 7a
against the amount of computations in the final Step 8.
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